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WELCOME
Welcome to latest edition of 
Sharpe Pritchard’s The Byte –  
your quarterly data and information 
law update.

To kick start the year of 2021, in this 
edition we help answer some of the 
most frequently asked questions 
surrounding Data Protection post-
Brexit. From transfers of EU personal 
data to the UK and vice versa to the 
possibility of an adequacy decision, 
this edition gives some simple 
answers to some difficult questions 
to aid public authorities in their data 
processing arrangements.

This edition also looks at what the 
UK’s regulator, the ICO has been up 
to. We have an overview of the major 
fines issued by the ICO last year and 
we explore the nuances between 
each fine with some commentary 
on the pattern and trends that are 
starting to emerge.
 
Continuing with hot topics from the 
ICO, Data Subject Access Requests 
remain an increasingly costly and 
cumbersome requirement for 
organisations, especially public 
authorities. This edition of the Byte 
features some helpful tips and a 
summary of the newest guidance 
released by the ICO to help guide 
organisations through the process  
of responding to such requests. 

2020 was an unprecedented year 
and organisations across a range of 
industries have faced challenges like 
never before. The remote working era 
has brought about new technology 
faster than ever and automated 
facial recognition technology is no 
exception. This edition explores use 
of facial recognition technology in the 
public sector, the lawfulness of it and 
key considerations for those thinking 
about embarking on an automated 
facial recognition project.

Sharpe Pritchard specialises in 
advising the public sector and our 
Technology, Data and Corporate team 
are familiar with the challenges faced 
by public authorities. We regularly 
advise our clients on data processing 
and data sharing agreements, privacy 
notices, subject access requests and 
data breach notifications.

If you have any queries about the 
articles in this bulletin or need 
further support, I would urge you to 
get in touch with us. We are here to 
support you as and when you need 
us. Alternatively, let us know if you 
have any feedback or if there are 
particular topics you would like us 
to cover in future editions. 

We hope you enjoy reading. 

Gemma Townley
Partner
Technology, Data and Corporate
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As you will not  
have missed, the Brexit 

transition period came to an 
end on 31 December 2020. 
In advance of that, many of 

you would have been making 
Brexit preparations across your 

organisations but the data protection 
position remained unclear until the 

news of the final deal was announced. 
In preparation of a no-deal Brexit,  

many of you with EU based processors  
may have started to wonder about how  

you will manage that and what mechanism  
may be needed to ensure a flow of  

personal data can continue.



The Byte 04

Do we still have the GDPR?

GDPR has been incorporated 
into UK law by virtue of the 
Data Protection, Privacy and 
Electronic Communication 
(Amendments etc) (EU Exit) 
Regulation 2019. There are just 
a few tweaks to make it function 
as the UK GDPR.

We also still have all our other 
domestic data protection 
legislation such as the Data 
Protection Act 2018. Therefore, 
obligations under the GDPR  
will continue to apply and 
subject access requests will  
still need to be responded to 
within one month. 

What about transfers of 
personal data from the UK  
to the EU?

The main data protection issue 
caused by Brexit is international 
data transfers. The government 
has clarified that there are no 
changes as a result of Brexit to 
the way personal data transfers 
from the UK to the EU, EEA and 
Gibraltar. If you send personal 
data to the EU/EEA, such as a 
processor based in Germany, 
that can continue without the 
need for any additional steps. 

Similarly, personal data 
can continue to be sent to 
other countries that the EU 
has granted data protection 
adequacy decisions to. The 
ICO website has a list of those 
countries for reference. 

Can personal data still transfer from the EU to the UK?

Under the EU GDPR, all countries outside the EEA are 
third countries and personal data cannot be transferred 
to a third country unless that country has an “adequacy 
decision” or other mechanisms are used such as EU 
standard contractual clauses. 

The UK has applied for an adequacy decision but a 
decision on that was not made in time for the Brexit deal. 

However, the Brexit deal has agreed a bridging  
mechanism that sets out that for a period of four months – 
which can be extended by a further two months – personal 
data can continue to flow from the EU to the UK without  
the need for any extra mechanisms whilst the EU makes  
a decision. 

If an adequacy decision is granted to the UK, then 
personal data can flow from the EU to the UK with no  
need for an additional mechanism. But if no adequacy 
decision is granted, suitable safeguards would be  
needed to ensure personal data can be transferred. 

Will the UK get an adequacy decision?

I am sure many had hoped that an adequacy decision  
would form part of the Brexit deal but, it seems that was  
a stretch too far at this time. For now, the UK and 
European Commission have some more time to analyse  
the position of the UK and see what the UK’s plan is for 
data protection outside the EU. An adequacy decision  
may also not be applicable to all types of data. For 
example, the adequacy decision for Canada only  
applies to data that is subject to Canada’s Personal 
Information Protection and Electronic Documents  
Act (PIPEDA).

At least for the next four to six months, it seems that the  
day to day practicalities of data protection in public 
authorities will continue as it was. It is important to  
stay alive however to the issue of the adequacy decision 
and if one is not granted then we may have to start the 
process of getting those standard contractual clauses  
into place (again). 
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The GDPR greatly 
increased the potential 

size of penalties for data 
breaches, from £500,000 

under the Data Protection Act 
1998, up to a maximum of €20m 

or 4% of an entity’s global annual 
turnover (whichever is greater). 

Therefore, giving regulators like the 
ICO increased scope to issue large 

fines. Many organisations feared the 
scale of fines that could be faced in the 

event of a data breach.

After the GDPR came into force, there was no sign of 
GDPR fines until the ICO issued two intentions to fine 
that caught our attention: one against British Airways 

and one against Marriott International. In December 2019 
the ICO released its first ICO fine to a pharmacy in the sum 
of £275,000. Then in the space of one-month, last year the 

ICO issued some of its biggest fines for historic data breaches 
involving a host of major organisations, including airlines, online 

retailers and a global hotel chain.
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British Airways

Originally planning to fine British 
Airways (“BA”) nearly £184m, 
on 16 October 2020 the airline 
was fined £20m for failing to 
protect the personal and financial 
details of more than 400,000 
of its customers. BA suffered a 
cyber-attack during 2018, which it 
did not detect for more than two 
months. The ICO noted that BA 
could have mitigated or prevented 
the risk of an attacker being able 
to access the BA network by 
taking measures such as:

• limiting access to applications, 
data and tools to only that 
which are required to fulfil a 
user’s role;

• undertaking rigorous testing, 
in the form of simulating a 
cyber-attack, on the business’ 
systems; and 

• protecting employee and third-
party accounts with multi-factor 
authentication.

Marriot International Inc

After the ICO indicated that it 
planned to fine Marriott £99m, 
Marriott was in the end fined 
£18.4m on 30 October 2020 
for failing to keep millions of 
customers’ personal data secure. 

Marriott estimates that 339 
million guest records worldwide 
were affected following a cyber-
attack in 2014 on Starwood 
Hotels and Resorts Worldwide 
Inc. The attack, from an unknown 
source, remained undetected 
until September 2018, by which 
time the companies had been 
acquired by Marriott. The ICO 
acknowledged that Marriott acted 
promptly to contact customers 
and the ICO. It also acted quickly 
to mitigate the risk of damage 
suffered by customers and 
has since instigated several 
measures to improve the  
security of its systems.

Ticketmaster UK Limited

Continuing on a busy month for 
the ICO, on 13 November 2020 a 
third major GDPR fine of £1.25m 

was issued to Ticketmaster for 
failing to protect customers' 
payment details.

The ICO found that Ticketmaster 
failed to put appropriate security 
measures in place to prevent 
a cyber-attack on a chat-bot 
installed on its online payment 
page. The data breach, which 
included names, payment card 
numbers, expiry dates and CVV 
numbers, potentially affecting 
9.4million of Ticketmaster’s 
customers across Europe 
including 1.5million in the UK. The 
breach began in February 2018 
and the chatbot was removed in 
June 2018. The fine only applied 
to the breach from 25 May 2018 
when GDPR came into force. 

The fine had been reduced from 
the £1.5m initially suggested 
when the ICO announced its 
intention to fine Ticketmaster 
continuing the trend seen in 
relation to British Airways and 
Marriott International.

A potential fine –  
Experian Limited 

On 27 October 2020, the ICO 
ordered the credit reference 
agency Experian Limited to make 
fundamental changes to how it 
handles people’s personal data 
within its direct marketing services.

The enforcement notice follows 
a two-year investigation by the 
ICO into how Experian, Equifax 
and TransUnion used personal 
data within their data broking 
businesses for direct marketing 
purposes. The investigation found 
how the three credit reference 
agencies were trading, enriching 
and enhancing people’s personal 
data without their knowledge. 

As a result, Experian has been 
given an enforcement notice 
compelling it to make changes 
within nine months or risk further 
action. This could include a 
fine of up to €20m or 4% of 
the organisation’s total annual 
worldwide turnover. 

Conclusion 

An interesting element here is the 
difference between the initial penalty 
proposed by the ICO and the final 
fine. Reasons for such a difference 
between proposed and final fines could 
be due to the regulatory process the 
ICO considered and the economic 
impact of COVID-19 before setting 
the final penalty. Another explanation 
may include the ICO’s cautiousness 
about being able to make large sums 
stick if companies’ appeal. That said, 
it is clear that Marriott’s mitigation and 
prompt reaction was recognised by 
the ICO and could have been a factor 
for reducing the fine. However, that still 
takes the ICO to three data breach fines 
totalling £39.65m in less than a month.

The fines discussed above all related 
to breaches that took place before 
the UK left the EU and therefore, 
the ICO was the lead supervisory 
authority and investigated on behalf 
of all EU authorities. Going forward, 
the ICO will only be representing 
itself and not acting on behalf of other 
authorities. It will be interesting to see 
if this impacts the level of fines going 
forward, especially if a breach affects 
individuals in the UK and EU.

It is also worth remembering that 
fines are not the only tool the ICO 
has. In October, the ICO issued an 
enforcement notice to Experian Limited 
requiring them to take action about 
how it handles personal data relating 
to marketing services. The GDPR is 
also not the only legislation the ICO 
regulates – the ICO has continued 
to issue freedom of information 
decision notices and many of the data 
protection fines issued have actually 
related to contraventions of the Privacy 
and Electronic Communications 
Regulations 2003. 

2020 was an unprecedented year 
and organisations across a range of 
industries have faced challenges like 
never before. The remote working 
era, combined with a marked rise in 
cybersecurity threats, means that data 
protection is more critical than ever.



The Byte 07

THE ICO’S NEW 
GUIDANCE ON SUBJECT 
ACCESS REQUESTS
The right of access, commonly referred to as data subject access requests (DSARS), gives individuals (or 
someone on behalf of the individual) the right to obtain a copy of their personal data from an organisation, 
as well as other supplementary information under Article 15 GDPR. Responding to DSARs has become an 
increasingly costly and cumbersome requirement for organisations. 

In October 2020, the ICO issued 
an updated DSAR guidance to 
help guide organisations through 
the process of responding to such 
requests. The guidance should 
be reviewed carefully by public 
authorities to determine if it results 
in any changes to your data 
protection policies and ensure that 
updates are communicated to staff. 

Recognising a DSAR

The GDPR does not set out formal 
requirements for a valid request. The 
guidance points out that an individual 
can make a DSAR verbally or in 
writing, including by social media 
to any part of an organisation and 
even without mentioning the phrase 
“subject access request”', or anything 
similar. This is the case even if an 
organisation invites the use of a 
standard form for a DSAR as it is not 
compulsory to use such a form. 

It is important that organisations 
ensure individuals are alert to what 
a DSAR is and pass on any requests 
they receive that looks like it could 
be a DSAR to the data protection 
team so it can be actioned quickly. 
Data protection training and regular 
awareness campaigns can assist 
with that. 

When to respond to a DSAR

In line with the GDPR, DSARs must 
be complied with without undue 
delay and at the latest within one 

month of receipt of the request. The 
guidance clarifies however that the 
one month timescale may begin on 
receipt of:

• any information requested to 
confirm the requester’s ID; or

• a fee (where applicable).

The ICO has further clarified that if 
the corresponding date falls on a 
weekend or a public holiday, you 
have until the next working day to 
respond. 

Where appropriate, the GDPR also 
allows organisations to extend 
the response deadline by up to 
two months taking into account 
the complexity of the request and 
the number of requests. The new 
guidance helpfully provides a 
steer on when this may apply. For 
example, where someone has made 
a DSAR as well as a request for 
erasure and for data portability. 

The guidance helpfully notes that if you 
process a large amount of information 
about an individual, you may ask 
them to specify the information or 
processing activities their request 
relates to before responding to the 
request. The time limit for responding 
to the request is paused until  
you receive clarification. This  
is referred to as ‘stopping  
the clock’.

Charging a fee

In most cases, you cannot charge 
a fee to comply with a DSAR as you 
could under the Data Protection Act 
1998. However, the GDPR permits 
that you can charge a ’reasonable 
fee’ for the administrative costs 
of complying with a request if 
it is manifestly unfounded or 
excessive.
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The guidance notes that when 
determining a reasonable 
fee, you can consider the 
administrative costs of 
assessing whether or not you 
are processing the information 
to photocopying, printing, 
postage and staff time (such as 
an hourly rate for locating the 
information).

As there may be substantial 
overlap across these activities, 
the guidance makes it clear 
that you should ensure that 
you do not ‘double-charge’ 
the individual. There is no 
regulatory guidance on the 
limits to ‘reasonable’ fees, 
but organisations should 
ensure they are proportionate, 
consistent and such fee 
structure is communicated to 
the individual. The approach 
to fees could be set out in 
any internal data protection 
guidance to help ensure 
consistency. 

Refuse to comply with a DSAR

The guidance notes that 
the GDPR also permits an 
organisation to refuse a request 
if it is manifestly unfounded or 
excessive and the guidance 
provides some much-needed 
examples of manifestly 
unfounded requests. That 
includes requests which show 
no intention of exercising the 
right, those which are malicious 
in their intent or harassing 
(e.g. making unsubstantiated 
allegations, targeting an 
employee, or bombarding 
different parts of an organisation 
with requests to cause 
disruption).

This will mean taking into 
account all the circumstances 
of the request and the guidance 
provides examples from 
the nature of the requested 
information to your available 
resources. 

The guidance points out that a DSAR is not necessarily 
excessive just because a requester asks for a large amount of 
information. Asking the requester for more information to help 
locate the relevant information may help you to narrow down a 
search, and you should consider ways of making reasonable 
searches for information. A robust data protection policy can 
help set out procedures for handling searches that could involve 
searching through a large dataset such as an email inbox. 

The guidance is clear that organisations should not have 
a blanket policy for categorising DSARs as manifestly 
excessive. Assessments will have to be done on a case by 
case basis and it is important that strong justifications are 
well documented and explained to the requestor, and if 
necessary, the ICO. 

Special cases

There are special rules and provisions about DSARs and 
some categories of personal data, including: unstructured 
data, health data and social work data. 

Taking unstructured data as an example, the guidance 
points out that whilst the GDPR does not cover non-
automated information, under the Data Protection Act 2018, 
unstructured manual information that public authorities 
process could be personal data. Unstructured data includes 
paper records that public authorities do not hold as part of 
a filing system. However, authorities are not obliged to carry 
out a search if the request does not contain a description 
of the unstructured data or if you estimate that the cost of 
compliance would exceed the “appropriate maximum”. The 
guidance reminds us that the “appropriate maximum” is 
currently £600 for central government, Parliament and the 
armed forces and £450 for all other public authorities.

Again, it is important that you maintain records of your 
response to DSARs and any exemptions you seek to apply 
to the disclosure of requested personal data. 

Conclusion 

The guidance provides much needed commentary on when 
DSARs can be refused for being manifestly unfounded or 
excessive request, as well as providing guidance on the 
timescales for complying with a DSAR, including stopping 
the clock for clarifications.

The key for organisations in taking advantage of the  
updated guidance will be identifying and applying a 
consistent approach to DSARs, whilst always looking  
at the context of each DSAR individually.
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Basics Explained 

Automated Facial 
Recognition technology (AFR) 
uses algorithms to estimate a 

degree of similarity between two 
faces. It is commonly used to  

verify someone’s identity (e.g. to 
unlock a personal device) or identify 

individuals from amongst a group (e.g. 
to locate an unknown person of interest).  
In either case, the technology is looking 

to match a human face with the biometric 
template it holds in its database. 

AFR may be used retrospectively to scan still images, 
CCTV footage or live feeds to analyse individuals in  

real time as they pass by public space cameras. 
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Use of facial recognition 
technology in the public sector 

The most publicised use 
of AFR technology in the 
public sector is in the area 
of law enforcement. Several 
police forces including the 
Metropolitan Police have 
reported adopting the 
technology to help locate 
suspected offenders by 
comparing images taken of 
civilians by live cameras with 
those on the force’s “watchlist”. 
When the system finds a match, 
officers on the scene are alerted 
and can decide whether or not 
to engage with the subject. 

Other more speculative uses of 
facial recognition technology 
have also been trialled or 
proposed, including: 

•	 for	pupil	registrations	in	
schools; and 

•	as	a	replacement	for	ticketing	
on public transport systems. 

The use of AFR technology 
to monitor pupil attendance 
came under the spotlight in 
Sweden in 2019 when a school 
was fined by the Swedish data 
protection authority for violating 
the GDPR in connection with its 
facial recognition trial. One of 
the violations identified was the 
processing of sensitive personal 
data (biometric data) without a 
legal basis, contrary to Article 
9 of the GDPR. Although the 
school had sought consent 
from the parents and guardians, 
the regulator did not consider 
the consent to be voluntarily 
given due to the significant 
inequality of the relationship 
between the school board and 
the pupils. 

It is easy to imagine how 
many uses of AFR technology 
from the private sector could 
also find their place in the 
public sphere in the future. 

For example in healthcare, facial recognition has been suggested as a 
means of tracking patients and others in hospitals and secure facilities 
whereby the technology could identify whether a specific person should 
have access to certain floors, wards or other restricted areas for security 
purposes and patient safety. 

The recent increase in digital learning, especially as a result 
of the coronavirus pandemic, has also raised the issue of 
how to verify which student is sat in front of the screen or 
tablet and completing the work. The future may see AFR 
technology considered as a potential solution to this issue  
by the education sector. 

Facial recognition technology illustrates many of the key advantages  
to automated processes generally, including: 

• Accuracy - it is particularly hard to fool a facial recognition system  
and the algorithms will only become more intelligent as AI develops;  

• Speed and efficiency – in the right conditions, AFR technology can 
instantly verify or identify an individual allowing human resources to  
be redistributed to other tasks;  

• Costs saving – besides saving the time and costs of human resources, 
the costs of AFR is expected to reduce as the technology develops. 

 
Lawfulness of facial recognition technology 

The Court of Appeal found the use of live facial recognition technology by 
the South Wales Police to be unlawful in the case of R (Bridges) -v- Chief 
Constable of South Wales Police and Others [2020] EWCA Civ 1058. Mr 
Bridges challenged the use of the technology on various grounds after 
his image was scanned by a facial recognition camera on two occasions 
in Cardiff between 2017 and 2018. As Mr Bridges was not on the force’s 
watchlist for either deployment, his image was automatically deleted.  
The court made the following findings: 

• The interference with Mr Bridges’ right to a private and family life 
was not in accordance with the law in Article 8(2) of the European 
Convention on Human Rights (ECHR). A lack of clear guidance meant 
that the police officers had too broad a discretion to decide which 
individuals were placed on the watchlist and where the AFR technology 
could be deployed; 

• The data protection impact assessment (DPIA) was inadequate and 
failed to meet the requirements of the Data Protection Act 2018 (which 
is relevant to law enforcement processing); 

• The police failed to discharge their Public Sector Equality Duty 
because they had not taken reasonable steps to satisfy themselves  
that there was no racial or gender bias in the technology. 

The case illustrates how the technology engages both human rights and 
data protection law. If you assume that the technology will always involve 
the processing of personal data and that it is likely to infringe the right to 
privacy under the ECHR, then a DPIA becomes an important requirement. 
A DPIA should properly assess the risk to the rights and freedoms of 
individuals posed by the data processing and address the measures  
that could mitigate such risks. 
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Key considerations 

This innovative technology has 
the potential to assist many areas 
of the public sector and is likely 
to become more widespread 
as the technology develops. 
In embracing this opportunity, 
organisations should bear in mind 
the high level of scrutiny that 
surrounds this growing market and 
the legal framework within which it 
needs to operate. 

The ICO has made the current 
and future use of facial recognition 
technology a regulatory priority 
based on the following risks: 

• the potential scale of privacy 
intrusion, in many cases without 
individuals’ knowledge; 

• the impact of mass surveillance 
on individuals’ human and 
information rights;

• technological bias or inaccurate 
data which could cause 
detriment to an individual; 

• poor compliance undermining 
public trust and confidence. 

Organisations should therefore 
be mindful of these factors 
when seeking to introduce AFR 
technology and:

• Consider whether the 
deployment of AFR technology 
is proportionate in the 
circumstances and what 
safeguards can be put in place 
(documented in a detailed DPIA); 

• Have in place clear guidance 
(and an ‘appropriate policy 
document’, if required by the 
DPA 2018) to ensure that data 
processing is taking place in 
accordance with the law;  

• Conduct thorough bias  
testing and due diligence  
of suppliers’ systems; 

• Keep up to date 
with, and respond 
where required, to 
developments in this 
area of law. 
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