
YOUR DATA AND 
INFORMATION LAW UPDATE

• Beware of International  
Transfers: Privacy Shield  
is Invalid

• Managing Covid Secure  
Venues in a Data Protection 
Compliant Way

• Back to School:  
Don’t Forget Consent

• Police Use of Facial  
Recognition Technology  
Found to be Unlawful

OCTOBER 2020



WELCOME
Welcome to the first edition of 
Sharpe Pritchard’s The Byte – your 
data and information law update!

Our quarterly Bulletin will bring  
you all the latest news and insights 
in the data protection world and  
will highlight key data protection 
issues facing the public sector  
as we see them. 

Data protection continues to be 
a growing area of law. For public 
authorities, the importance of 
data protection forms part of 
day-to-day activities and data 
protection obligations need to be 
balanced against obligations to 
provide services to the public in 
an efficient, effective way. And of 
course, as 1 January 2021 fast 
approaches, public authorities will 
be busy preparing for what the data 
protection landscape looks like after 
the Transition Period.

In this edition we discuss some 
of the key hot topics facing public 
authorities at the current time: 
managing international data 
transfers, handling track and trace 
obligations in public venues, the 
use of consent by schools, and the 
recent Court of Appeal judgement 
in R (Bridges) v South Wales Police 
addressing facial recognition 
technology. 

Sharpe Pritchard specialises in 
advising the public sector and our 
Technology, Data and Corporate 
team are familiar with the challenges 
faced by public authorities. We 
regularly advise our clients on 
data processing and data sharing 

agreements, privacy notices, subject 
access requests and data breach 
notifications. 

If you have any queries about the 
articles in this bulletin or if you have 
any further questions or need further 
support, I would urge you to get in 
touch with us. We are here to support 
you as and when you need us.

And of course, as this is our  
first edition do let us know if you 
have any feedback or if there are 
particular topics you would like us  
to cover in future editions. 

We hope you enjoy reading. 

Gemma Townley
Partner
Technology, Data and Corporate
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On 16 July 2020, the EU 
Court of Justice handed 

down its ruling in Data 
Protection Commissioner 

v Facebook Ireland Limited, 
Maximillian Schrems (Case 

C-311/1) – otherwise known  
as “Schrems II”. 

The ruling represents a significant milestone  
for EU and US data transfers. Under the GDPR, 

the transfer of personal data to a country outside 
of the EEA, a “third country”, may only take place  

if there is an appropriate safeguard in place. 

One such appropriate safeguard is where the EU 
Commission has issued an ‘adequacy decision’ for a third 
country. These are in place for a number of countries. The 
Commission has also made partial findings of adequacy, 

including about the USA. The adequacy finding for the USA 
was restricted to personal data transfers covered by the EU-US 

Privacy Shield framework. The EU-US Privacy Shield placed 
requirements on USA companies certified by the scheme to protect 

personal data and provides redress mechanisms for individuals.
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The ruling

However, that landscape has 
now significantly changed as  
a result of the CJEU ruling.  
The key two findings from  
the ruling are:

1. The EU-US Privacy Shield  
is invalid. 

a. Privacy Shield was 
used extensively across 
businesses to permit the 
processing (transfer) of 
data between the EU  
and the USA. 

b. There is no grace period. 
Privacy Shield can no 
longer be relied upon and 
transfers reliant upon it 
should find an alternative 
safeguard or the transfer 
should cease. 

2. The ruling upholds the 
Standard Contractual 
Clauses (SCCs). 

a. SCCs are another form 
of appropriate safeguard, 
and the Court ruled that 
they remain a valid way 
of providing adequate 
protection when 
transferring personal  
data to a third country. 

b. However, controllers must 
carry out an assessment 
of the data protection 
afforded by the country 
where the data is to 
be taken. If the level is 
not equivalent to that 
offered by EU law, then 
the controller has a legal 
obligation to suspend 
the data transfers. This 
means that EU regulators, 
like the ICO, have a clear 
obligation to suspend 
data transfers which are 
taking place via SCCs 
to third countries where 
data protection is not 
adequate.

What should you be doing now?

At this stage, you will need to identify the contracts that you 
hold with organisations that process your personal data in 
the USA and check whether that transfer is permitted on 
the basis of the organisation being signed up to the EU-US 
Privacy Shield. 

Also, identify agreements you have in place that have 
used standard contractual clauses. It will now need to 
be considered whether the countries that data is being 
transferred to offer an adequate level of protection to 
individuals. You should carry out impact assessments of 
those agreements, in addition to any data protection impact 
assessments you may have done, considering the type 
of processing, the personal data being transferred and 
the surveillance laws in that country. The entity receiving 
the personal data may able be able to assist you with 
completing that impact assessment. 

Those countries with surveillance laws similar to the USA 
(e.g. China and India), may not be able to offer an adequate 
level of protection to individuals, but the key is that this will 
need to be determined on a case-by case basis. It presents 
a particular problem for countries who have (informally or 
formally) been denied an adequacy decision by the EU 
Commission.

Organisations will be looking to the ICO to provide guidance 
as we navigate ways to allow international data transfers 
compliantly without the threat of sanctions and civil 
compensation claims. The ICO has confirmed that it is ready 
to support UK organisations and will be working with the UK 
Government to ensure that global data flows may continue, 
and that people’s personal data is properly protected.

Next up, Brexit

When the UK leaves the EU, the UK will too be a third 
country and data transfers from the EU to the UK will need 
to be protected by appropriate safeguards, if the UK is not 
granted an adequacy decision by the EU. Now is an ideal 
time to review your international data transfers, check where 
your personal data is being transferred to and ensure you 
have the necessary safeguards in place. 
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MANAGING COVID 
SECURE VENUES IN 
A DATA PROTECTION 
COMPLIANT WAY
As public venues are opened, it is important for local authorities to ensure that its venues are managed in a 
Covid secure way and that includes managing its track and trace obligations. Local authorities manage many 
venues that are used by the public including leisure centres, community centres, libraries and registry offices. 

As part of opening these venues, 
local authorities will have to 
implement track and trace so  
that if a person attending a public 
venue subsequently tests positive 
for COVID 19, NHS Test and Trace 
can ask for details of others who 
attended that venue and may need 
to isolate. Local authorities may 
also be considering implementing 
temperature testing to check whether 
those attending venues have a  
high temperature – a symptom of 
COVID 19. Such measures however 
must be implemented proportionately 
in line with data protection law. 

Collecting Test and Trace Details

As venues in England have begun to 
reopen, the Government has advised 
businesses to record customer 
and visitor information to enable 
contact tracing. This guidance has 
recently been made mandatory for 
organisations across certain sectors 
including hospitality, leisure and 
tourism and the public sector to the 
extent that they operate facilities  
open to the public (e.g. community 
centres and libraries). The details 
which organisations are to collect 
include the visitor’s name, contact 
number, date of visit, time and 
departure (if possible) and name  
of the staff the individual interacted 
with, if the interaction is only with  
one staff member i.e. a hairdresser. 

The collection of such personal 
data must be proportionate. The 
Government guidance sets out 
that no additional data should be 
collected and should be kept for only 
21 days. The data collected should 
then only be shared with NHS Test 
and Trace if required. 

Public bodies implementing such a 
system should ensure that they are 
set up to collect the required types of 
personal data and that the personal 
data is stored for no longer than  
21 days. This may involve changes to 
systems and training of staff to ensure 
the process is implemented correctly. 

As with all processing of personal 
data, controllers must also 
ensure that they have a lawful 
basis for processing personal 
data. Whilst those now subject 
to the Government’s mandatory 
requirement may rely on grounds of 
compliance with a legal obligation, 
those for whom the guidance remains 
voluntary will need to consider 
which other lawful basis may apply. 
Guidance from the Government and 
the ICO sets out that consent will 
not always be the lawful basis to be 
relied upon but that it should be used 
when test and trace data is collected 
in sensitive settings such as places 
of worship or group meetings 
organised by political parties. 
Consent should also be the 

lawful basis used when a service  
is provided to a small group or  
on a one-to-one basis because  
it is more likely that you could  
make assumptions about an 
individual’s health.

The ICO has published 
guidance for those legally 
obliged to collect customer 
and visitor information, 
together with example 
case studies to illustrate 
compliance with data 
protection law.



The Byte 06

If an organisation does wish to carry out temperature  
checks then the following considerations must be taken  
into account:

• Can this be done in a way that does not result in the 
processing of personal data?

• What is your lawful basis for processing the health data? 
This will include the Article 6 ground for processing, the 
Article 9 condition for processing a special category of 
personal data, and potentially a condition of Schedule 1  
of the Data Protection Act 2018. 

• Ensure you update your appropriate policy document  
or create a new one. 

• Update your record of processing activities.

• Prepare a privacy notice. Details of the temperature check 
could be incorporated into any privacy notice you already 
have for visitors to your venue. In addition, we advise that 
you also have a ‘mini privacy notice’ which is brought 
to the individual’s attention when the check is made 
summarising why the data is being collected and  
pointing them towards your full privacy notice. 

In assessing the information above, and before any 
temperature checks are performed a data protection 
impact assessment must be carried out. This will enable 
you to determine what data is being collected, how it will 
be handled and the mitigation measures you can put in 
place. Such mitigation could include training for staff who 
will be carrying out the temperature checks to ensure they 
understand that health data is being collected and so it 
should be handled in a compliant manner. 

Conclusion 

Local authorities have public health duties and a desire  
to protect and care for residents in their area. Therefore,  
it is important that local authorities are able to balance the 
need to protect public health and the need to protect the 
personal data of the public. 

Temperature Checks

Many organisations are 
using temperature checks to 
determine if individuals should 
be admitted to a venue as a 
high temperature could indicate 
that an individual is suffering 
from COVID 19 and therefore 
could infect other individuals 
inside a venue. The temperature 
of an individual would constitute 
health data. Under the General 
Data Protection Regulation 
(GDPR), health data is a special 
category of data and therefore 
in addition to satisfying an 
Article 6 ground for processing, 
the controller must also satisfy 
a condition of Article 9 of 
the GDPR and potentially, a 
condition of Schedule 1 of the 
Data Protection Act 2018. 

Of course, if personal data is 
not being processed then the 
obligations of the GDPR and 
Data Protection Act 2018 do not 
apply. Therefore, if there would 
be a way of taking someone’s 
temperature without it being 
recorded and as a result not 
processed then data protection 
obligations would not apply. 
However, that could be difficult 
to manage. For example, 
even if the person doing the 
temperature check does not 
write down the individuals’ 
temperature you may have 
CCTV in place which would 
record the temperature check 
and then see if someone was 
turned away or not. 
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As the new school term 
begins, it is important to 

remember the data protection 
obligations that apply to schools 

and to ensure that data protection 
practices are reviewed and  

kept up-to-date. 
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Using Photographs

Earlier this year, the Information 
Commissioner’s Office released a 
blog post reminding schools of the 
importance of having a lawful basis 
for processing photographs of pupils. 
The blog post was released following 
the ICO issuing two reprimands to 
primary schools relating to personal 
data breaches. 

In one case a primary school had 
sent images of two children to a 
local newspaper when the adoptive 
parents had refused consent for the 
children’s images to be released. In the 
second case, a class photograph was 
sent home to parents and the photo 
included the image of a child whose 
adoptive parents had informed the 
school that no photographs of the child 
were to be used outside the school. 

The ICO issued the reprimands in 
accordance with Article 58(2)(b) of the 
General Data Protection Regulation 
(GDPR) which allows the ICO to 
issue reprimands where processing 
activities have infringed provisions of 
the GDPR. Neither led to a fine from 
the ICO but the ICO in its reprimands 
did set out steps that the schools must 
take including reviewing their data 

processing activities and providing 
staff with training on data sharing. 

In both cases it is also worth noting 
that the schools did not report the 
breaches to the ICO. This serves as a 
reminder of the reporting obligations 
under Article 33 of the GDPR which 
requires controllers (the schools in 
this case) to report personal data 
breaches to the ICO within 72 hours 
unless the breach is unlikely to result 
in a risk to the rights and freedoms of 
individuals. The ICO was of the view 
that the breaches in these cases were 
likely to result in a risk to the rights and 
freedoms of the pupils and the breach 
should have been reported to the ICO 
by the schools. 

Schools are not prevented from 
using photographs of pupils but the 
handling of images of individuals must 
be carried out in accordance with 
data protection legislation. To assist 
with their data protection obligations, 
schools should have a policy in place 
on the use of pupil photographs so 
that there is a clear procedure and 
guidance for all staff. Periodic training 
(including on induction) should also be 
provided to staff on data sharing. This 
will help to prevent pupil photos being 
shared unlawfully. 

Sharing Pupil Information

In April this year the High 
Court ruled in the case of 
ST (a minor), RF v L Primary 
School [2020] EWHC 1046 
(QB) that the primary school 
had breached privacy law. 

In this case, the primary 
school had sent a letter to 
parents of pupils in Year 5 
disclosing the behaviour of a 
disabled pupil at the school, 
with the intention of the letter 
being to reassure parents 
that the school could manage 
the behaviour appropriately. 
The pupil started at the 
school in February 2013 and 
during February and March 
behavioural incidents had 
occurred. Following concerns 
raised by some parents of 
other pupils, during March 
2013 the school sent a letter 
to parents of other Year 5 
pupils which identified the 
name of the pupil. 

The main issue in the case 
was whether the pupil’s 
mother had consented to  
the letter being sent and it 
was found that there was  
no consent. 

The Court held that the 
school had breached the 
Data Protection Act 1998 
(the breach occurred 
before the GDPR was 
in force) and Articles 8 
and 14 of the European 
Convention on Human Rights 
(ECHR). Nevertheless, no 
compensation was awarded 
for the breach of the Data 
Protection Act or ECHR. The 
Court held that only the pupil 
would be entitled to damages 
for a breach of her personal 
data and there was no clear 
evidence that the pupil was 
informed of the letter and  
had been distressed by it. 
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However, the pupil was awarded 
damages of £1,500 and the pupil’s 
mother was awarded damages of 
£3,000 in relation to the tort of  
misuse of private information.

The Court found that the school did 
not have the consent of the child’s 
parents to disclose information about 
the child to other parents. The Court 
also found that it was not necessary 
to have sent such a letter for the 
school to have met its statutory 
obligations. Therefore, the school had 
not processed the child’s personal 
data lawfully and had breached  
the Data Protection Act 1998. 

The breach in this case occurred 
in 2013 when the letter was sent 
by the school. It is worth noting 
in the judgement that the school 
acknowledged that in light of the 
GDPR, the school would not send 
a letter of that nature nowadays. As 
unfortunate breaches like this occur, 
schools can collectively learn from 
those experiences and update their 
policies and procedures to ensure 
that are in line with current data 
protection law. 

Conclusion

The processing of children’s personal 
data should be treated with care. 
Recital 38 of the GDPR sets out that 
children merit specific protection with 
regard to their personal data. The ICO 
has also issued specific guidance 
about handling the personal data  
of children given that they do  
merit specific protection. 

Under the GDPR, consent must be 
freely given, specific, informed and 
unambiguous and must be given 
by a statement or a clear, affirmative 
action. It is important that where 
schools need to obtain consent for 
certain processing activities that the 
consent given must meet this criteria, 
and the consent should be properly 
recorded to ensure that, if needed, 
there is evidence of such consent. 

Schools should ensure that the 
protection of children’s personal 
data is embedded into their 
processes on a day-to-day 
basis and always consider 
whether the sharing of 
pupil data is lawful.
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The Court of Appeal in the case  
of R (Bridges) v Chief Constable of 

South Wales Police and Others [2020] 
EWCA Civ 1058 overturned the High 

Court’s decision and found the use of 
facial recognition technology in this 

circumstance was unlawful. 
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The automated facial recognition technology processes the facial  
biometric data of members of the public, and then uses the digital  
images captured to compare them against individuals, in this case,  
on South Wales Police’s watchlist. If no match is made, the image is  
then automatically deleted immediately. 

In this circumstance, the Court of Appeal ruled that the data protection 
impact assessment was inadequate. A DPIA is required when carrying 
out any processing that is likely to result in a high risk to the rights and 
freedoms of individuals, which is the case when using facial recognition 
technology. This is an important decision because it is a reminder of the 
importance of DPIAs and that they must properly assess the rights and 
freedoms of individuals and must address measures that could mitigate 
any identified risks. 

The judgment also addresses appropriate policy documents and it is 
important to remember that when there is sensitive processing, as in this 
case, an appropriate policy document is required by the Data Protection 
Act 2018. However, the Court held that in this case they did not need to 
determine if such policy was in place. 

The use of facial recognition technology is a developing  
area and as the technology improves there is greater interest 
in using it in our public spaces to assist with security, create 
efficiencies and potentially in a post-Covid-lockdown world, 
to enable social distancing. This judgement nevertheless 
serves as a reminder that technology that processes  
personal data must always be used within the  
boundaries of data protection law. 

The UK is not the only country of course grappling with the use of 
facial recognition technology within the legal framework. In 2019, a 
school in Sweden was fined by the Swedish data protection authority, 
Datainspektionen, for the use of facial recognition technology to monitor 
pupil attendance in schools. The local authority that implemented the 
technology had done so to see if facial recognition could speed up the 
registration process in the morning and therefore free up teachers’ time. 
However, the Swedish data protection authority found that proper consent 
had not been obtained and it also had concerns about the data protection 
impact assessment that had been carried out. 

The case of Bridges is not saying that facial recognition technology  
will always be unlawful but it clearly underlines that the use of any such 
technology must be proportionate and in line with the legal framework. 
When deciding whether to use such technology, controllers must ensure 
that they comply with data protection and human rights law at all times, 
and so careful consideration must be given to those issues before rolling 
out technology of this kind. 

The Court of Appeal determined 
that the use of facial recognition 
technology being used in the 
pilot project run by South Wales 
Police was not in accordance 
with Article 8(2) of the European 
Convention on Human Rights 
(right to respect for private and 
family life). This decision was 
based on the following:

• There was no clear 
guidance on where the facial 
recognition technology could 
be used and who could be 
put on a watchlist. Therefore, 
police officers had too broad 
a discretion to meet the 
requirement of Article 8(2) 
of the ECHR, which is about 
interference by a public 
authority having to be in 
accordance with law and  
only where necessary. 

• The data protection impact 
assessment was inadequate 
and not compliant with Part 
3 of the Data Protection Act 
2018 (this is law enforcement 
processing so we need to 
look to the Data Protection 
Act 2018, not the GDPR). 

• South Wales Police had not 
taken reasonable steps to 
investigate whether there 
was a racial or gender bias 
in the technology, and such 
investigation is required by 
the public sector equality 
duty. Even though this was 
a pilot, the public sector 
equality duty still applied. 

This case arose when  
Mr Bridges was scanned by 
facial recognition technology 
when Christmas shopping in 
2017 and whilst at a peaceful 
protest in 2018. Mr Bridges 
subsequently brought a judicial 
review arguing that the use of 
the technology was a breach 
of his human rights. Mr Bridges 
was unsuccessful in the High  
Court and the case was 
successfully appealed.
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