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Brexit: You might be frustrated
but is your contract?
Framework agreements – Perhaps
not as flexible
as you thought?

PLUS
How frequently can a local authority issue a newsletter?
The NIS regulations – One year on
Sharpe Pritchard ‘Highly Commended’
at prestigious national legal award

• Regeneration of estates brings high
quality homes for existing and
new residents in Merton
• What constitutes misconduct
in a public office?
• Judicial review – No exemption from
NHS charges for overseas visitors
• The effect of abandonment on
existing procurement challenges

Sharpe Pritchard was delighted to be recognised for its achievements, by the judges
at a prestigious national legal award.

The firm was ‘Highly Commended’ in
the Boutique Firm of the Year Award at
The Lawyer Awards, in recognition of
its work in advising public sector and
private sector clients on matters
relating to public law.

The commendation followed a rigorous
judging process, which involved our firm
making a detailed written submission,
setting out information about our key
successes and how we deliver excellent
levels of client service.

The Boutique Law Firm category
celebrates the successes of firms that
specialise in a particular area of law or
in providing legal services to clients
in a particular sector.

Alastair Lewis, Senior Partner at
Sharpe Pritchard, said: “Being ‘Highly
Commended’ in the Boutique Firm of the
Year category at The Lawyer Awards is
wonderful recognition for our whole team.
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“We put a great deal of effort into
providing each of our clients with
market-leading and commerciallyinformed advice on public law
matters. We would also like to take
the opportunity to congratulate the
winner and the other shortlisted firms
on their achievements.”
The Lawyer Awards were announced
in June 2019 at a ceremony at
Grosvenor House Hotel in Mayfair.

Being ‘Highly Commended’
in the Boutique Firm of the Year
category at The Lawyer Awards
is wonderful recognition for
our whole team.”
Alastair Lewis
Senior Partner, Sharpe Pritchard
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Denise Stephenson, Planning Partner at Sharpe Pritchard
recently led a team who acted on behalf of Merton Council
in the negotiation of a Section 106 agreement which, in the
words of our client was “anything but run of the mill.”
In this article she explains why.
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Sharpe Pritchard
were very professional
at meetings with
impeccable knowledge
of planning law, they
acted as excellent
representatives
between all parties and
negotiated very well
with good outcomes
for the Council.”
Merton Council

The agreement, which was also
referable to the GLA, and associated
planning permissions secure the
delivery of 2,800 new homes with
a commitment from the housing
association to offer replacement
homes to resident homeowners,
ensuring existing residents are
not priced out of their homes
and communities.

Merton Estate Regeneration:
Merton Council and Clarion
Housing Group
On the 26 April 2019, Sharpe
Pritchard, acting for London Borough
of Merton (the Council), completed
a planning agreement under Section
106 of the Town and Country Planning
Act 1990 for the redevelopment of
three large estates in the London
Borough of Merton, High Path in
Wimbledon, and Eastfields and
Ravensbury in Mitcham.
The completion of the Section 106
agreement was the culmination
of years of collaborative working
between the Council, Clarion and
the existing residents of the three
neighbourhoods.
The neighbourhoods are currently in
a very poor condition, with residents
suffering from overcrowding; closed
off, inward looking and uninviting
residential areas; and a lack of
permeable public space, heavily
populated by unsightly car parking
spaces and old garages.
The Council adopted a new estates
local plan in February 2018 to facilitate
the development of the three estates
and over a number of years Clarion
and the Council have undertaken
detailed and wide ranging consultation
and engagement with the existing
residents and local stakeholders.
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This has sometimes been the
result of previous regeneration
schemes outside of Merton. The
agreement also secures affordable
housing with a bespoke review
mechanism to secure additional
affordable housing on site, off-site
or as a payment in lieu; new public
realm and private garden areas;
community and/or play facilities;
environmental improvements; and
transport, highways and associated
improvements in the area.

Sharpe Pritchard, working
very closely with the
Council’s planning team, led
on negotiations on behalf
of the Council, advising on
the detailed heads of terms
for the three individual,
but connected, planning
applications, the committee
report and the scope and
form of the legal agreement.
Our team worked with Trowers
& Hamlins to prepare and negotiate
the drafting for obligations bespoke
to each estate, for example a
replacement facility for the existing
ball courts at High Path, as well
as the joint obligations across all
three, for example the delivery
and future management and
maintenance of estate roads.
There were also complex title
issues to be worked through.

What are the key elements
from a legal and practical
perspective that can be
shared from a project
such as this?
The importance of establishing
and maintaining good partnerships
It was essential, in a deal such as
this with so many complexities, that
good relationships between the key
parties were maintained. This was
integral in order to ensure lines of
communication were kept open
when negotiations became difficult
or unduly complex.
Continuity through the involvement
and availability of key decision
makers, who were engaged in the
process and committed to seeing
things through to the end, was
also vital to ensuring constructive
negotiations. The Council and its
team ensured the deal was closely
managed and the arrangements
were kept on track when faced
with complex issues.
Having clear objectives which
points towards one goal
The key objective for Clarion, the
Council and local residents was to
ensure good quality homes which were
to be secured for existing residents
and available for local residents. The
legal agreement encapsulates this
commitment. The estates regeneration
scheme is another significant project
helping to kick-start the regeneration
of Merton as a whole.
Ensuring the scheme can
actually be delivered!
The arrangements around the
delivery of this scheme were not
straightforward, particularly in view
of the fact that there are three
separate but linked planning
permissions, one for each estate,
which are co-dependent on the
delivery of the other estates.

The Council needed to ensure that
there were appropriate mechanisms
in the S106 which enabled it to
enforce against any of the relevant
estates where obligations are linked
or if one estate was to proceed out of
sync with the remaining two. This was
secured through an express schedule
dealing with scheme linkage.
Reflecting on the deal...
observations from Merton Council:

This wasn’t a run of the mill
Section 106 negotiation. Everybody
worked together as a team
sometimes with day long sessions
to resolve complex elements of
the draft agreement. These three
estates were highly complex to
deal with; there probably aren’t any
other S106 agreements in London
with such a complex connection
between three significantly large
estate regeneration sites.
Matters pertaining to the
timing of the affordable housing
review mechanisms and build
to rent programmes provided
highly challenging scenarios,
but the perseverance of Sharpe
Pritchard was very evident
during these difficult times as
they handled matters effectively
and professionally. Furthermore
Council Planning Officers felt highly
supported during the drafting
of complex clauses within the
S106 agreement and responses
were provided efficiently. Sharpe
Pritchard were very professional
at meetings with impeccable
knowledge of planning law, they
acted as excellent representatives
between all parties and negotiated
very well with good outcomes for
the Council.
The Council felt that challenging
legal matters were ably facilitated
by Sharpe Pritchard, not least by
Denise, Emily and Andrew.”

Sharpe Pritchard team:
Lead Partner: Denise
Stephenson, Planning Partner
at Sharpe Pritchard acted on
behalf of Merton Council in
the negotiation of the Section
106 agreement. She was
assisted by Andrew Swaffer
and Emily Knowles, both
Planning Associates at Sharpe
Pritchard. Emily Knowles and
Lillee Reid-Hunt, Associates at
Sharpe Pritchard, advised on
the title issues.
Merton officers and
clients of the firm:
Tara Butler, Future Merton
manager at Future Merton team;
Awot Tesfai, Senior Estate
Regeneration Development
Management Officer, Merton;
Sam Lowther, Senior Estate
Regeneration Development
Management Officer, Merton;
Zulema Nakata, previously
Senior Estate Regeneration
Development Management
Officer, Merton.
Clarion’s team:
Paul Quinn, Clarion Housing
Group; Samruti Patel, Director
Planning, Savills; Jacqueline
Backhaus, Head of Planning
and Tim Brown, Senior
Associate, Trowers & Hamlins.

Denise Stephenson
Partner

020 7405 4600
dstephenson@sharpepritchard.co.uk
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WHAT CONSTITUTES
MISCONDUCT IN A
PUBLIC OFFICE?
John Sharland, a Partner with Sharpe Pritchard, looks at the failed attempt to bring legal action against
Boris Johnson following accusations that he lied during EU referendum campaigning and examines
the wider implications of the charge of Misconduct in a Public Office.

Boris Johnson (you may have heard
of him) was recently the subject of
an attempt to charge him with the
offence of misconduct in a public
office. The summons has been
dismissed but this is nonetheless
perhaps an opportunity to say
something about this ancient and
wide-ranging offence and its
implications for local authorities.
Its origins are ancient. The existence
of criminal responsibility for failing to
do a public job properly was useful
to an authoritarian monarch, enabling
the Crown to be rid of servants who
had fallen out of favour.

between individuals it would only be
actionable, yet as between the King
and the subject it is indictable. That
such should be the rule is essential
to the existence of the country.’
More recently the case law has
developed to a stage where the
principles were summarized in
Attorney-General’s Reference2
as follows:

1

The crime is committed by a
public officer acting as such

2

The officer has wilfully neglected
to perform his duty or wilfully
misconducted himself

The principles were laid down by
Lord Mansfield in the comparatively
recent 1783 case of R v Bembridge1:

3

He has done so to such a degree
as to amount to an abuse of the
public’s trust

‘Here there are two principles
applicable:

4

The neglect or misconduct was
without reasonable excuse or
justification

First, that a man accepting an
office of trust concerning the public,
especially if attended with profit, is
answerable criminally to the King for
misbehaviour in his office; this is true,
by whomsoever and in whatsoever
way the officer is appointed.
Secondly, where there is a breach of
trust, fraud or imposition, in a matter
concerning the public, though as
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This is a common law offence and
carries a potential sentence of life
imprisonment. It may be thought
alarming that such a vaguely worded
crime can carry with it the potential
for such drastic punishment. It has in
general been used to prosecute for
wrongdoing in the context of public
functions where there is no other
offence which fits the bill.

For instance, in Operation
Elveden, journalists from the
Sun newspaper were charged
with conspiracy to commit
misconduct in a public office by
making payments to a Ministry of
Defence official for information.
They were acquitted.
The expression “public office” does not
mean that the alleged offender needs
to be employed by the government.
Local authority officers and members
can also commit the crime.
For instance in R v Bowden3,
a manager of a direct labour
organisation arranged for Council
operatives to carry out work on a
friend’s house which was not part
of their job. It was argued that Mr
Bowden was in too lowly a position
to commit a crime of this nature
which was aimed at high profile
wrongdoing. Unsurprisingly this
submission was rejected.
Membership of an authority also
constitutes a public office. In the case
of R v Speechley4 the Leader of a
County Council was convicted of the
offence on the basis that he sought
to influence the route of a proposed
road in such a way that it would
increase the value of his own land.

The Commission appears to
accept that reform is needed and
the options are:

1

To create a new offence based
on breach of duty

2

To create a new offence based
on abuse of power, authority
or position

3

To abolish the offence of
misconduct in a public office
without replacing it

John Sharland
Partner

020 7405 4600
jsharland@sharpepritchard.co.uk
1
2
3

Of course, the question of what
constitutes a public office is not
as straightforward as it was when
Lord Mansfield was sitting in
1783. Tasks which were until quite
recently entrusted to local authority
employees may now be undertaken
by a range of external bodies.
The courts have sometimes had
difficulty in deciding whether someone
is in a public office or not. The test is
whether the public has a significant
interest in the individual’s duty.

The provisional view is that the third
cause of action would create a lacuna
in the law. It is possible to see why
they would reach this conclusion.
However, since wide-ranging offences
also exist under the Bribery Act 2010,
there are good reasons for thinking
there should be a degree of caution
in creating new crimes falling outside
the anti-corruption legislation.

4
5

(1783) 3 Doug KB 327
[2004] EWCA Crim 868
[1996] 1 WLR 98
[2004] EWCA Crim 3067
[2015] EWCA Crim 539

Failing to do a job properly should
not be a matter for the criminal law.
We look forward to seeing their final
recommendations.

Given this, it is difficult to see why
a Church of England bishop was
considered to have been acting in
a public office whereas a paramedic
on an ambulance was not.
The test of what constitutes an
abuse of the public trust is similarly
problematic. In the case of Chapman5
Lord Thomas decided that it was
an action which harmed the public
interest. However, this does not really
take us much further.
These uncertainties have led
the Law Commission to review the
offence and make recommendations.
They have carried out an extensive
consultation exercise and the product
of their deliberations can be expected
later this year.
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Colin Ricciardiello, a
Partner with Sharpe
Pritchard, takes a close
look at the reasons why
a recent Judicial Review
ruled that a human rights
based application
for leave to remain
was dismissed.

Background:
On 16 May 2019, Mr Justice Karr dismissed a human rights
judicial review claim challenging charges levied under the
NHS Charges to Overseas Visitors Regulations 2015 (“the
2015 Regulations”).
Essentially this case concerned:
• The 2015 Regulations which govern the charging of
overseas visitors receiving NHS treatment (being persons
not ordinarily resident in the United Kingdom) and contain
defined exceptions as to when the charges do not apply.
• The exception to the requirement to charge overseas
visitors under Regulation 15(b) where the overseas
visitor has applied for “temporary protection, asylum or
humanitarian protection under the immigration rules”.
• The question whether someone who has applied for
leave to remain the UK on human rights grounds is
exempt from the charges as they are asylum seekers
within the meaning of the Regulation 15(b) exception.
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Facts:
An anonymity order was made
so the identity of the Claimant
could not be published and she
was accordingly referred to in
the judgment as “ERA”.
ERA was a Nigerian national
who had recently been living in
Ghana and came to the UK with
a visa for medical treatment.
She made two trips to the UK to
obtain private medical care in
2015 and 2016.
Subsequently she had
been receiving treatment at
Basildon & Thurrock University
Hospitals NHS Trust operated
by Southend University
Hospitals NHS Trust. They
were respectively the First and
Second Defendant and the
Secretary of State for Health
and Social Care (SSHSC) was
an intervener.
Given the urgency of the
application the Court ordered
an expedited rolled up judicial
review hearing whereby
permission for judicial review
and a substantive judicial
review claim would be heard
at the same time.
Permission was granted as the
claim passed the threshold
of being arguable but the
substantive claim failed.

The Claim:
ERA applied for further leave to remain in the UK because
of her medical condition under Human Rights grounds as
it was asserted that there was a lack of adequate medical
facilities in Ghana and a removal from the UK would
breach Articles 31 and 82 of the ECHR and consequently
Section 6 of the Human Rights Act 1998.
That application for leave was refused (but subject
to appeal) on the grounds that treatment could be
reasonably continued in Nigeria. The Defendant Trusts
determined that until ERA’s status was confirmed she
remained liable for the total cost of her treatment.
ERA’s claim for exemption from charging was based
on her being an overseas visitor who had made an
application which had yet to be determined for the
grant of asylum under Regulation 15(b).
Further, the reference to “asylum” in 15(b) had the
same meaning as paragraph 327 of the immigration rules
relating to an asylum applicant. Limb (b) of paragraph 327
covers those who have made a request for international
protection and ERA’s application for leave to remain also
constituted a request for international protection.
The argument was that the wording in limb (b) acted
to “...broaden the concept of an asylum seeker so as
to include within it not just conventional asylum seekers
asserting a well-founded fear of persecution if returned to
their home state but also a person such as ERA who relies
on her need for medical treatment and on inadequate
medical facilities in her home state”.3
The effect of these submissions was that a person who
decides to make an application for leave to remain based
on their medical condition and the inadequacy facilities
in their home state thereby acquires an exemption from
the charging regime under the 2015 Regulations and
becomes eligible to receive free NHS services including
non-urgent treatment.
That, it was observed, opened the “floodgates” and
ERA’s counsel’s submission in response to opening the
“floodgates” was that the Secretary of State could amend
Regulation 15(b) to prevent this outcome.
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The Judgment:
The High Court dismissed the claim
and in doing so:
• Noted that the policy of the
2015 Regulations was to require
overseas visitors to pay for NHS
treatment except in defined cases
where charging is not considered
appropriate;
• Stated that it was not plausible
to suppose that the Secretary of
State would intentionally include
within the concept of an “asylum”
claim in Regulation 15(b) one
where Article 3 of the ECHR
applied by reason of differential
healthcare standards. If that is
what the language of Regulation
15(b) meant then a provision
had been enacted which was
contrary to the policy of the 2015
Regulations. Any construction
should preferably avoid that result

...since I do not think that it
conceivable that government
would think it appropriate to
exempt cases such as this from
the charging regime.
(Paragraph 39 of the judgment).

In dismissing the claim the High
Court accepted the submissions of
SSHSC that:

1

ERA had not made out that
any concept of “international
protection”, as found in public
international law, extended to
claims based on differential
healthcare standards;

2

Importing the “...broad notion of
international protection into the
meaning of asylum in regulation
15(b), via paragraph 327 of
the immigration rules, is wholly
inappropriate and wrong”. The
definition of asylum application
15(b) of the 2015 Regulations
should be given its natural and
ordinary meaning so that it applies
to asylum seekers in the classic
sense who rely on the Geneva
Convention and to applicants
for humanitarian protection
(paragraph 48 of the judgment).

3

ERA’s interpretation meant
overlooking “superfluous
inclusion with regulation 15(b)”
of temporary protection and
humanitarian protection and
also treating them as asylum
applications when they were
plainly different to asylum.

Conclusion:
This judgment provides a useful
commentary and guidance on: the
policy of the 2015 Regulations;
how the interpretation of the 2015
Regulations should be consistent with
that policy and importing definitions
and terms from other provisions
should be avoided if that produces
a result which is contrary to the
policy; the meaning of “asylum” in
the charges exemptions in the 2015
Regulations.

Colin Ricciardiello
Partner

020 7061 5925
cricciardiello@sharpepritchard.co.uk

1

ARTICLE 3 – Prohibition of torture – No one shall be subjected to torture or to inhuman or degrading treatment or punishment.

2

ARTICLE 8 – Right to respect for private and family life –
• Everyone has the right to respect for his private and family life, his home and his correspondence.
• There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the
interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the
protection of the rights and freedoms of others.

3

Paragraph 22 of the judgment.
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HOW FREQUENTLY CAN
A LOCAL AUTHORITY ISSUE
A NEWSLETTER?
Alastair Lewis, Senior Partner and Head of Sharpe Pritchard’s parliamentary department, examines
the outcome of a recent judicial review involving two local councils’ fortnightly publications.

Hackney Council publishes
Hackney Today every fortnight.
It’s a significant undertaking.
The latest publication (issue 452,
10 June 2019) is 28 pages long.
It includes lots of items of local
news, advertisements for an estate
agent and a college, four pages of
statutory planning and traffic notices,
information about council services,
entertainment listings and even a
couple of Sudoku puzzles.
Waltham Forest Borough Council’s
publication (Waltham Forest News)
is similar in many respects. Issue 227
(10 June 2019) is 16 pages long.
Both publications are delivered in
hard copy to residents and businesses
throughout the two boroughs. You
can see from the number of editions
that they have been published over
a long period. How many go straight
into the councils’ own recycling bins
without having been read is a matter
of conjecture.
Local authority newsletter publication
is controlled by law. Whilst in theory a
local authority is as entitled as anyone
else to publish a newsletter under its
general power of competence, there
are restrictions.
Section 4 of the Local Government
Act 1986 enables the Secretary of
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State to publish a code of practice
on local authority publicity. The most
recent code of practice was published
in 2011. It says that local authority
newsletters, news-sheets or similar
communications should not be issued
more frequently than quarterly.
The original intention behind
the restrictions on local authority
newsletters was probably more to do
with the then Government’s desire to
cut back political propaganda than
anything else. But in more recent
times, or at least since the coalition
Government came into power in
2010, it has expressed more concern
about unfair competition with the
local newspaper industry than
anything else.
Concerned by the continuing
publication of Hackney Today
(which presumably would have to be
renamed, if it were only quarterly) and
Waltham Forest News, the Secretary of
State used section 4A of the 1986 Act
to direct the two councils not to publish
their newsletters more than quarterly.
Both councils (along with a local
resident of Hackney, Mrs Moore)
challenged this decision in a judicial
review application which was heard by
the High Court (Mrs Justice Andrews)
on 22 and 23 May 2019.
Counsel for the Councils (Nigel Giffin)

submitted that the Secretary of State
acted unlawfully by not evaluating
whether the frequent publication of the
papers actually caused or was likely
to cause unfair competition against
the local press.
He said that as the duty on the
councils was only to “have regard” to
the code of practice, it was open to the
councils to depart from the code, so it
was doubly important for the Secretary
of State to carry out the evaluation.
The judge rejected this, saying that
if Parliament had intended that an
evaluation must be carried out in
every case, then it would have said
so when passing the legislation that
enabled direction to be given. Instead,
Parliament itself concluded that there
was a case for saying in general
that there was an issue with unfair
competition.
In terms of human rights, after
emphasising that councils do
not have a right to freedom of
expression, the judge dealt with
the issue of whether Mrs Moore,
as an individual, had a case to say
that her right to receive information
was unlawfully interfered with. The
judge said she did not – Mrs Moore
would still be able to receive all the
information in a quarterly publication
and through other means – including
the local press.

And finally, the councils’ argument
that the direction amounted to
unlawful state aid were given short
shrift, because the there was no
evidence to show that it would be
liable to affect trade between EU
member states.
So what does this mean for local
authorities? Well, for most of them,
it is simply a reminder that they
should carry on what they have
been doing, given that only a very
small number of councils have
been publishing newsletters more
frequently than they should.
The judge rejected the councils’
argument that the giving of
the direction was irrational or
disproportionate. To some extent
this was for the same reason that the
arguments about unlawfulness were
rejected – that it did not matter that
the Secretary of State did not evaluate
whether there was or was likely to be
an impact on the local press. That
argument had already been played
out when Parliament enacted the
legislation which gave the Secretary of
State the power to make the direction.
The judge also rejected the councils’
arguments that there had been a
failure by the Secretary of State
to follow due process by failing
to carry out a five-yearly review of
the legislation before issuing the
directions. She also rejected the
argument that there had been a
failure to comply with the public
sector equality duty.
The Secretary of State had carried
out an equalities impact assessment
and the judge was satisfied with it
and the way that the resulting equality
statement had been dealt with.
The councils had argued that the
alternative avenues of communicating
important information about the
council (for example email, internet
and notices in libraries and surgeries)
would be less accessible for those
with some protected characteristics.

Alastair Lewis
Senior Partner

020 7405 4600
alewis@sharpepritchard.co.uk

For the rest, the court could not have
been much clearer about the validity
of the Secretary of State’s actions in
directing the authorities to reduce
the frequency of their publications.
For the readers of Hackney Today
and Waltham Forest News, it looks
like they may have to look elsewhere
for council information and if they
want to be more up to date about
forthcoming planning and traffic
proposals. And those recycling
bins will be emptier.
The case referred to above is
R (Hackney London Borough Council
and Christine Moore) v Secretary of
State for Housing, Communities and
Local Government and R (Waltham
Forest London Borough Council)
v Secretary of State for Housing,
Communities and Local Government
[2019] EWHC 1438 (Admin).
Alastair Lewis advises on public
law, legislation and infrastructure
authorisation. He advises on the
implications of all legislation
before and after it is made and
advised on the legislation
that brought into effect the
direction making powers
of the Secretary of State
covered in this article.
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ONE YEAR ON
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Partner, Gemma Townley and
Aleksandra Wolek a trainee
solicitor with Sharpe Pritchard,
examine how relevant the
NIS Directive is to the public
sector and ask how can
compliance be ensured?

Background:
The Network and Information
Security or the NIS Directive, also
known as the Cybersecurity Directive,
intends to establish a uniform level
of cybersecurity for network and
information systems that process
‘digital data’ for their operation,
use, protection and maintenance.
The NIS Directive demands these
systems to be adequately protected
so that they are resistant to any threats
which may compromise either the data
they store or services they provide.
The NIS Directive also encourages
cooperation between EU Member
States through a network of computer
security incident response teams and
national single points of contact.
The NIS Directive covers
cybersecurity as well as the
environmental and physical aspects.
It requires some operators of
essential services, such as water
suppliers or transport providers, to
develop systems safeguarding them
against cyber threats affecting IT
systems such as power outages,
hardware failures and environmental
hazards. The NIS Directive also

intends to prevent cyber breaches
such as the 2017 WannaCry
ransomware attack which affected,
amongst others, a number of NHS
Trusts in the UK, preventing doctors
from accessing patient records.
Is your organisation caught
by the NIS regulations?
The Network and Information
Systems Regulations 2018 (the NIS
Regulations), which implemented
the NIS Directive in the UK on
10 May 2018, impose obligations
on both ‘operators of essential
services’ (OESs) and ‘relevant
digital service providers’ (RDSPs).
OESs are those organisations
that operate within relevant sectors
listed in Schedule 2 to the NIS
Regulations, namely the energy,
transport, healthcare, water supply and
distribution, and digital infrastructure
(domain name registries and service
providers, and internet exchange
points) and who are reliant on
information networks.
To meet the definition of an OES,
a given organisation must also fulfil
the threshold criteria specified for
the kind of service it provides.
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Many public sector organisations
will be OESs for the purposes of the
NIS Regulations. It is the responsibility
of the OESs to identify themselves
and notify their relevant “Competent
Authority”:
- For energy (electricity and gas),
it is BEIS
- For transport (air), it is the Civil
Aviation Authority
- For transport (rail, maritime, road),
it is the Department for Transport
- For the health sector, it is the
Department of Health and Social
Care
- For drinking water supply and
distribution, it is the Department for
Environment, Food and Rural Affairs
- For digital infrastructure, it is Ofcom
Local government authorities may fall
within the definition of an OES if they
are responsible for the provision of
essential services to their residents
and fall within the relevant thresholds
set out in Schedule 2 to the NIS
Regulations, even if they rely on third
parties and outsourcing mechanisms.
Identifying the systems that support
the services need to be carried
out by local authorities as part of
understanding how they can comply
with the security requirements.
The NIS Regulations stipulate
that the Competent Authorities
are empowered to nominate an
organisation as an OES under
regulation 8(3), even if it falls short
of the threshold criteria, where a
threat to its cyber security would still
tangibly affect the supply of essential
services and therefore have significant
adverse social or economic impact.
This is an important consideration that
local authorities should be mindful of.
NIS Regulations also apply to RDSPs
(being organisations that provide
online marketplaces, online search
engines, and cloud computing
services), albeit less rigorously. OESs,
under the NIS Regulations, are subject
to active monitoring by their Competent
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Authorities, whereas RDSPs are
assessed for compliance after a cyber
threat materialises and is reported.
The rationale for this is that the risks
that OESs face are greater – any
disruptions to the services they provide
would likely have more serious and
widespread consequences.
The obligations imposed on OESs
The NIS Regulations refrain from
prescribing particular rules and
instead are outcome-oriented –
they focus on four objectives, from
detecting cyber security threats to, if
unavoidable, managing their impact.
The objectives are underpinned by
fourteen high-level principles relating
to proper governance, system
resilience, response to threats and
post-incident resumption of services.
The principles describe the
“mandatory security outcomes to
be achieved” – OESs can ensure
compliance with the NIS Regulations
by meeting these principles:
Objective A – Managing Security Risk
A.1 Governance
A.2 Risk Management
A.3 Asset Management
A.4 Supply Chain
Objective B – Protecting Against
Cyber Attack
B.1 Service Protection Policies
and Procedures
B.2 Identity and Access Control
B.3 Data Security
B.4 System Security
B.5 Resilient Networks and Systems
B.6 Staff Awareness and Training
Objective C – Detecting Cyber
Security Events
C.1 Security Monitoring
C.2 Anomaly Detection
Objective D – Minimising Impact
of Cyber Security Incidents
D.1 Response and Recovery Planning
D.2 Improvements

Regulation 10 requires OESs to take
adequate technical and organisational
measures to manage risks and
prevent cyber security incidents
likely to impact on their network and
information systems on which the
provision of their services relies.
Regulation 11 requires OESs to report
relevant security incidents, without
undue delay and in any event within
72 hours, to the relevant Competent
Authority.
The NIS Regulations carry no
assumptions about how the above
outcomes should be achieved. It
is for the OESs to identify the most
appropriate measures and discuss
those with the relevant Competent
Authority. The Competent Authorities
should advise on the appropriateness
of the measures proposed and give
directions accordingly by reference to,
for example, the Cyber Assessment
Framework.
Alongside technical security
measures and overall governance
arrangements, OESs should, in order
to ensure that their NIS obligations
are met, take measures to safeguard
their supply chains.
This is because they will remain
responsible for protecting the
continuity of the essential services in
their capacity as OESs, even if they
rely on third parties to provide those
services via outsourcing or cloud
based technology services.
OESs can take steps to ensure
compliance within their supply chain
by using appropriate contractual
arrangements, including, for example,
auditing rights, upward reporting
of security performance and key
performance indicators.
The measures adopted should
take into account the state of the
art and should be appropriate
and proportionate to the services
provided. OESs should take care
to ensure that data shared with

contracted suppliers is protected
from unauthorised access, alteration
or erasure which may impact on the
provision of essential services.
The products and services procured
from suppliers should also have
appropriate security specifications,
and the third parties themselves,
as well as their sub-contractors,
ought to be verified as trustworthy
and equipped with effective security
measures. For example, the CPNI
Personnel Security Maturity Model can
be deployed to assess the supplier’s
people security arrangements.
The OES should, where possible,
avoid relying on a single supplier and
recognise that different protection
requirements should be demanded
from different suppliers and different
types of contracts, based on the
particular risks associated with them.
The suppliers should be provided
with a clear guidance in relation
to the types of contracts they can
sub-contract and the procedures
for obtaining prior approval from
the authority.
Managing security throughout the
contract term should be considered
as important as managing it on
termination and transfer of services
to another supplier. Existing contracts
should be renewed with adequate
frequency, providing an opportunity
to reassess relevant risks. OESs
should encourage their suppliers
to maintain appropriate security
arrangements, as this may act as
an incentive for the authority to
award future contracts to them.

relevant data of both personal and
non-personal nature, whereas the
GDPR concerns data relating to an
identified or identifiable data subject,
a natural person.
This means that the NIS Regulations
are broader in scope and apply to
various incidents, not necessarily
involving personal data.
There are, nevertheless, notable
overlaps between the two. The
organisations that the NIS Regulations
are concerned with are often likely
to also be data controllers or data
processors for the purposes of the
GDPR. The security requirements are
of similar nature, however, the GDPR
and the NIS Regulations adopted
different criteria for ascertaining
what technical and organisational
measures may be thought of as
adequate, with greater detail provided
in the NIS Regulations.
The obligations to notify of relevant
incidents are present under both
the GDPR and the NIS Regulations.
An OES is required, under the NIS
Regulations, to report incidents
likely to affect the provision of
essential services and where these
incidents involve personal data, the
GDPR reporting obligations will be
relevant too – the ICO, the UK’s
data protection regulator, will
have to be notified.

Possible sanctions – what happens
if organisations fail to comply?
The sanctions for non-compliance with
the NIS Regulations can be imposed
by a number of Competent Authorities
entrusted with enforcement, such as
Ofcom and the ICO.
The organisations must be mindful
of the NIS Regulations in the event
of a cyber security incident as the
fines are considerable – ranging from
£3.4 million where an incident causes
or could cause a reduction in the
provision of services for a significant
period of time – to a maximum of
£17 million where an incident causes
or could cause an immediate threat
to life or significant adverse impact
on the UK economy.
Achieving compliance:
Sharpe Pritchard are able to provide
expert legal advice on the application
of the NIS Regulations to your
organisation and help design and
implement processes to ensure
compliance.

Gemma Townley

The NIS Regulations and the GDPR,
although inevitably connected, are
concerned with different risks.

In effect this means that in the context
of data protection, the ICO holds a
regulatory function over both OESs
and RDSPs. Moreover, under the
NIS Regulations (regulation 3(3)(f)),
in relation to the relevant sector for
which it is designated, the Competent
Authority is under an express
obligation to consult and co-operate
with the ICO when addressing
incidents that result in breaches
of personal data.

The NIS Regulations focus on
hazards to key infrastructure, network
and information systems and the
continuity of services, including

The intention behind this regulation
is undoubtedly the harmonisation
of both cybersecurity and data
protection systems.

Aleksandra Wolek

The GDPR and the NIS regulations
– how do they interact?
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FRAMEWORK AGREEMENTS
– PERHAPS NOT AS FLEXIBLE
AS YOU THOUGHT?
Nicola Sumner, a Partner with Sharpe Pritchard, explains why due diligence is key when setting up
or using a framework agreement.

of when setting up or using a
framework agreement.
When can a contracting authority
use a framework agreement?
• Contracting authorities and utilities
do not have to be direct signatories
to the relevant framework
agreement. However, where a
framework agreement is open to
a number of entities, they should
clearly be specified as permissible
users in the contract notice placed
in the Official Journal of the
European Union (OJEU).

In the face of pressing timescales and
the perception of public procurements
being lengthy and burdensome,
using existing framework agreements
may be an attractive way for public
authorities to procure what they need,
while assured that all the boxes of a
compliant public procurement exercise
would already have been ticked.
In fact, independent due diligence
will always be necessary to establish
if indeed the existing framework
has complied with the procurement
rules and the recent case of Autorita
Garante della Concorrenza e del
Mercato1 has highlighted some
of the key elements to be mindful
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• The contracting authority or
utility must appear as a potential
beneficiary of the framework
agreement from the date on
which it is concluded. This can
be done by being overtly named
in the tender documents, or
by being clearly identified with
explicit references that makes the
secondary contracting authority
itself and any interested bidder
aware of the possibility (e.g. part of
a named class of beneficiary). This
must be clear to bidders and part
of an expressly identified, limited
pool of contracting authorities
or utilities e.g. “Health Trusts
in Cambridgeshire”.
• This must never be a general
descriptor of entities (e.g. “all
Contracting Authorities” or “all

Public Bodies”) as this is not
sufficiently clear to prospective
contractors which particular bodies
will be able to use the framework.
• The judgment in Autorita Garante
implies that contracting authorities
identified as potential users of the
framework should have provided
their consent to be listed on the
framework (the Advocate General’s
opinion confirmed this). This
can be either in the framework
agreement itself, or through another
document which is incorporated
into the framework agreement
documentation.
What must be specified about the
quantity of services/goods under
a framework agreement?
• It is imperative at the start of
the procurement process that
contracting authorities and utilities
specify the total quantity of goods
and services they will call off under
a framework. This is subject to an
absolute obligation – i.e. contracting
authorities must specify the total
quantity of goods and services.
• This case has confirmed that
contracting authorities only need
to use best endeavours to specify
the value and frequency of each
likely call-off contract they might
enter into. This suggests that the
contracting authority must take

all possible steps to calculate the
likely value of each call off, but is
not as rigorous a standard as the
obligation to specify total quantity
of goods and services.
Why did the court decide this
in Autorita Garante?
• According to the court, the
principles of transparency and
equal treatment of economic
operators with an interest in
the conclusion of a framework
agreement would be affected
if the contracting authority that
established a framework agreement
did not set out the total quantity
of services which the agreement
covered. Otherwise, the framework
itself might be exploited improperly
or in such a way as to prevent,
restrict or distort competition.
• Paragraphs 58 and 59 of the
judgment suggested the approach
that contracting authorities need
to take when setting up framework
agreements has been misapplied:
- The court suggested that
“the adverbial phrase ‘where
appropriate’2 could be interpreted
as making the requirement to
indicate the quantity of the services
which the framework agreement
covers, merely optional.
- However, in the court’s view this
would plainly be wrong.
- Applying this view3 would oblige
contracting authorities to publish
the “quantity envisaged” to be
called off under a proposed
framework.
What does this mean in practice for
contracting authorities and utilities
setting up a framework agreement?
• Specify the potential users or class
of potential users of the proposed
framework
• Specify the total quantity of goods
and services to be covered by the
proposed framework

• Take all possible steps to calculate
the likely value and frequency of
each potential call-off contract,
including seeking input from
non-signatory potential users
of the framework.
These considerations will also be
relevant for an authority or utility
assessing if an existing framework
is appropriate for its use.

Nicola Sumner
Partner

020 7061 5955
nsumner@sharpepritchard.co.uk

In reaching these conclusions,
it was relevant to the court that
European legislation provides that,
where a framework agreement was
concluded with a single supplier,
call off contracts had to be awarded
within the limits of the terms laid
down in that agreement4.
The court held that similarly,

the contracting authority
that is an original party to the
framework agreement can make
commitments on its own behalf
or on behalf of the potential
contracting authorities that are
specifically indicated in that
agreement only up to a certain
quantity and once that limit has
been reached the agreement will
no longer have any effect.
This appears to have the effect of
treating the maximum total value of
a framework provided at the outset
as an upper limit which cannot be
exceeded, which is more rigid than
current common practice by UK
contracting entities.
It will be interesting to see how this
nuance is treated by the UK courts,
whether they would distinguish
the position in the PCR 2015 from
that in the UCR 2016, and whether
they would be prepared to adopt a
different interpretation than that of
their European counterpart.

1
2

3

4

(Case C-216/17) (19 December 2018)
(which is also found in reg. 33(2) Public
Contracts Regulations 2015 and reg. 51(2)
Utilities Contracts Regulations 2016)
Reg. 33(2) of PCR 2015 and reg. 51(2)
UCR 2016
(This principle is also expressed at reg.
33(7) PCR 2015, but is notably absent
from the UCR 2016.)
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YOU MIGHT BE
FRUSTRATED
BUT IS YOUR
CONTRACT?
Juli Lau a Senior Associate with Sharpe Pritchard,
looks at the recent High Court case of Canary
Wharf Management Limited v European Medicines
Agency and whether the advent of Brexit presents
an opportunity to pull out of one-sided or
underperforming contracts.
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Background:
Canary Wharf (BP4) T1 Ltd have been granted
a declaration from the High Court that the
European Medicine Agency’s 25-year lease
of premises in Canary Wharf will not terminate
because of the doctrine of frustration when the
UK leaves the European Union and the EMA
must move its headquarters out of the UK.1
The EMA attempted to claim that the lease
would prospectively terminate because of the
consequences of Brexit, namely that it would:
1) Lose its privileges to be independent and
perform its functions
2) Be legally unable to use the premises
3) Be unable to make profitable use of the
premises
4) Be unable to perform its tenant obligations
without acting ultra vires
5) The payment of double rent would impair
their ability to perform its EU functions

Relevant factors:
1) Common Purpose
In relation to the frustration of the
contract by the frustration of the
common purpose of the parties, the
judge considered expert evidence
from political and history experts
to assist the judge in concluding
whether the likelihood of withdrawal
from the EU was foreseeable eight
years ago when the EMA entered
into the lease.
The conclusions he drew from
this were that, although Brexit
was “foreseeable as a theoretical
possibility” at the time, it was only
later in 2011 that Brexit became
“relevantly foreseeable”. However,
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The Chancery division has held that in this
case, the UK’s departure from the EU, even
in the event of a “No Deal Brexit”, does not
invoke the equitable doctrine of frustration.
The court confirmed that the law realises that
if a contract did not end, either party would
be incapable of performing their obligations
because the circumstances are radically
different. However, the judge appeared to
suggest that things would need to have
changed since entering the contract to the
point where the contract does not represent
the same thing that the party promised to
do. This must result from:
1) Frustration of the common purpose of the
contract or
2) Supervening legal events rendering
contract performance illegal for one or
both parties

the judge also concluded the parties
had no other common intention but
entering a lease.

in reaching a conclusion on Brexit
foreseeability and supervening
events.

Additionally, the terms of the lease
departed from standard commercial
practice. The 25-year lease ran
without a break clause. This was
something the EMA had notified the
EU Budgetary Authority about before
entering into it – the Budgetary
Authority queried this, looked into
it and confirmed its acceptability.

2) Supervening Illegality

The judge found that it was
foreseeable when the parties entered
into the lease, that at some point
over the next 25 years, the EMA
might want to relocate. This was
reflected in the alienation provisions,
so the judge took this into account

Although the possibility of ultra vires
arose at the European level, it was not
an issue for consideration in English
Law or in applying the doctrine of
frustration, as the EMA had vires in
English law, due to the enactment of
the Land Registration Act 2002, which
conferred powers on the owner as the
registered proprietor.
The judge confirmed the doctrine
of frustration only applies to the
jurisdiction where the contract is to be
performed – the domestic legislative
framework made it performable.

Implications:
Many contractors might be wondering
whether the advent of Brexit
presents an opportunity to pull out
of one-sided or underperforming
contracts, especially in Public Private
Partnership (PPP) arrangements
where operating costs have been
affected by foreign exchange rates
since the 2016 Referendum to leave
the European Union.
The findings in this case will no doubt
be discouraging for them; if the EMA
– who as an EU body cannot continue
to operate legally in this country postBrexit as a matter of European law
– is not allowed to claim its contract
has been frustrated, who possibly
could? Conversely, this judgment
offers some comfort to public bodies
that their PPP arrangements may
not be unravelled simply due to
the occurrence of Brexit.

It is therefore conceivable that,
depending on the drafting of the
particular contract and the legal
status of a particular party, a different
conclusion could be reached in
future, outside of the real estate
sector and on different facts and
contractual provisions. This case is
therefore unlikely to be the last word
on the consequences of Brexit on
contractual agreements.

Juli Lau
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The finding that Brexit does not
frustrate a contract, however, might
not be so clear cut:
• To understand this decision, we
must remember that the doctrine
of frustration functions as an
equitable antidote to the rigours of
the common law, which insists on
the literal performance of absolute
contract obligations. This means its
application applies only in a narrow
set of circumstances.
• There are certain noteworthy
nuances in the present judgment:
The EMA had been involved in
the design of the building, and
negotiations for entering into a
commercially uncommon lease had
been thorough and reviewed. The
common purpose, to hold a lease,
was still workable. Furthermore,
irrespective of its vires at European
level, the EMA could continue to
exercise proprietary rights at UK
national level.
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THE EFFECT OF
ABANDONMENT ON
EXISTING PROCUREMENT
CHALLENGES
Here, Colin Ricciardiello,
a Partner with Sharpe
Pritchard, examines
the outcome of the
recent case of Amey
Highways Ltd v West
Sussex County Council1
and the implications
of discontinuing a
procurement.

Background:

Decision:

This case follows on from earlier
proceedings brought by Amey against
West Sussex County Council alleging
failures in the Council’s procurement
of a highways maintenance contract
(the first action).

Key issue – what was the effect of
the Council’s abandonment decision
on the first claim?

Amey had scored 0.03% lower
than the successful bidder,
Ringway Infrastructure Services
Ltd (“Ringway”) and alleged
that it should have scored
higher than Ringway and been
awarded the contract.
By an interim judgment on 30 July
2018, the Technology & Construction
Court dismissed the Council’s
application to strike out parts of
Amey’s pleaded case.
On 2 August 2018, the Council
announced its decision to abandon
the procurement in the hope that this
would fend off Amey’s claim.
The decision prompted Amey to
bring a second set of proceedings
challenging the withdrawal. The
court ordered a trial to determine,
amongst other issues, the effect of
the Council’s abandonment decision
on Amey’s first action.
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The Council argued that as a result of
the procurement being withdrawn, the
necessary components of the first action
were removed – the key component
being a public procurement to form the
subject of a challenge.
This was rejected by the court which
held that the abandonment decision
had no effect on the first action if and
to the extent that Amey could prove
that it had an accrued cause of action
before the decision was made.
The court recognised that an accrued
cause of action was an asset of value,
akin to property, and fundamentally
different from an inchoate claim that
might become enforceable in the
future.
The court accepted that the lawful
withdrawal of a procurement could
prevent future claims from coming
into existence. However, there was
nothing in the Public Contracts
Regulations 2015 (PCR 2015) which
required a lawful withdrawal to have
the effect of depriving an economic
operator of an accrued cause of
action where, before the procurement
was abandoned, a breach of duty by

the contracting authority could be
proved to have caused the economic
operator loss or damage.
The court also pointed to a
regulation2 which allows for an award
of damages for breach of a statutory
duty in circumstances where the
decision to enter into a contract can
no longer be set aside. This meant
that private law remedies (i.e. awards
of damages) were still available even
where public remedies were not.
Did any breach established by Amey
cause loss or damage to Amey?
In determining whether Amey had an
accrued cause of action which might
entitle it to an award of damages,
the court considered whether the
Council’s alleged breach had caused
Amey to suffer any loss or damage.
The court decided that, subject to
the question of whether the Council
would have lawfully abandoned
the procurement in any event and
assuming Amey could prove the
factual basis of its claim, the alleged
breaches by the Council had caused
Amey to suffer the loss of a profitable
contract on and from the date that the
contract would have been awarded,
1 July 2018.
In light of these findings, the court
allowed Amey to pursue its claim
for damages in the first action.
Implications:
This case highlights that by
discontinuing a procurement,
a contracting authority will not
necessarily defeat an existing
challenge brought under the
PCR 2015.

The court took an interesting
approach in finding that the
claimant’s loss or damage suffered
was the loss of a profitable contract
on and from the date when it would
have been awarded but for the
Council’s alleged failings (if proven)
under the PCR 2015.
This provided one of the necessary
elements to completing the cause
of action before the abandonment
decision was made.
Traditionally, the general position
has been that a contracting authority
has a broad discretion to abandon
any on-going procurement process.
The court recognised the usefulness
of this discretion in its judgment,
for example where a contracting
authority recognises that the award
would mean awarding a contract
that was not the most economically
advantageous.

It remains to be seen whether this
judgment will encourage what the
Council called in its submission, “PCR
legal proceedings” – allegations of
breaches by a contracting authority of
its duties under the PCR 2015 when
the award of a public contract and
the governing tender rules no longer
exist following abandonment of the
procurement.
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This decision does not fetter that
discretion in any way. In this particular
case, the court was supportive of the
Council’s reasoning in deciding to
abandon the procurement. It found
that the Council had acted rationally
in attempting to preserve public
funds, having weighed up the costs
of litigating Amey’s claim against
other factors.
However, the case does demonstrate
the risks that a contracting authority
continues to bear despite a lawful
abandonment, and which should be
borne in mind by authorities which
find themselves needing to weigh
up the risks of proceeding with a
procurement facing a legal challenge.

The fact that there is no longer
a contract to be set aside will
not prevent an aggrieved bidder
pursuing a claim for damages
when its cause of action crystallised
before the decision to abandon
the procurement was taken.
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